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(57) Abstract: 

PURPOSE: To make it difficult to analyze a program by 
inputting a ciphered program from the external and 
deciphering the program in a semiconductor integrated 
circuit device. 

CONSTITUTION: A decipher key FK based upon 
prescribed deciphering algorithm for deciphering a 
ciphered control program and a deciphering procedure 
FT for processing the deciphering algorithm by the use of 
the key FK are stored in a system memory 2 for storing a 
control program. A CPU 5 temporarily stores a ciphered 
control program from an external memory or a hard disk 
in a RAM 4 through an I/O circuit 3, deciphers the 
program based upon the key FK and the software of the 
procedure FT, stores the deciphered control program in 
the memory 2, and erases the contents of the RAM 4. 
Except a supervisor, the control program inhibits the read 
of data stored in the memory 2. 




RAM c£ 



CPU y i 1 



7" 



F5 



1 



COPYRIGHT: (C)1996,JPO 



(19) B*B#fF/T (J P) 



8-185361 

(iZX&m B ¥^8^(1996) 7^168 



(51) Int. CI 


e 




F I 




G06F 


12/14 


320 B 








9/06 


550 A 








15/78 


510 G 






G11C 


16/06 














G11C 17/00 


5 20 Z 










^mjk m&m<D$L4 ol 






fern 5 ? 6-326591 


a\) mm a 


000005108 
















6^ ( 1 9 9 4) 1 2 £ 2 8 B 




^3SCt5=P«Bak»EaiKW#IZ3TB 6 






































(74)ftSA 





(54) [%Bj|©£ffc] ¥*£#3l^[Hlg&i&g 



(57) 

W$tiT^§ ( c p u 5 tt#^fb£nfc*!i»:/n^ 

3$^LTRAM4t;-I^^L, IfiFK, ®^ 
l^n^^Ii^D^y A&^X^A** 'J 2 fctettb. 




( 

1 

45 £ 7 ^ -fe A atJRih 5 tlSfflfllXD^A 3 *i 

1, 2 ^fc ti 3-aB«<©-*-*-«c*«-|Hl-»-Sfe-«B-. ■ -■ - 
[ 0 0 0 1 ] 

Mb, ftfc, v< ^ u ^.D-fe yV\Zte\fZ>mffl7u 
[ 0 0 0 2 ] 

mwmnm^x$:ftffl\zmwLL, zn^^m^^m^r 

[ 0 0 0 3 ] ft*5, ROM^t'SftilTl^l^W 
< m^T&ZMii bTte, 1 9 8 8^12^ 

2 ob^It, ibb^a, #j^f£ (¥) r-^<^nzi>tr 

a — * ARt^X hj , P190iJift5. 

[0004] £>t m *«w#oj»w«c'«tn«, ^d^7 

[ 0 0 0 5 ] fcfc, ¥#^^^[U^^gcD^HU^5I^- 
Klcoi>TI*b<^T&£0ij<hLT(*, iifci&r^tt, 
PS^054^9^1B%fTrv-ra>j 1 9 7 9 ^9^ 
P36-P3 7*** a. 



2 ) ^l¥ 8 - 1 8 5 3 6 1 

2 

[ 0 0 0 6 ] 

[ 0 0 0 7 ] fftfrfc, ^ffl^t'JC«^S:lfr«t5fe 
ic 7 H x — ^AX*5J:tf =i > h n — ;U{t*f 

[0008] ^fe. ^a/t'j^ROMtftst, 

©0^1, ROM7^f^/ci:i:t:J;-pTyp^7Aj|^T$ 
fx 5 C <h t> pJf&T&£. 
[ 0 0 0 9 ] Wffl^P^^A^fttttSfciS)® 

tooio] *»woiwu, mmt vrc^u v ? a* 

20 ^gE^bA^L, ¥**»fall&gfil*g«T«^b£fT 

[0011] *^SW<oaftBB?i6)^fc-t©toOBWi:»ra 

* "I? & 3 5 . 
[0012] 

30 [0 0 13] T&:b-&, ^%0^<7)^^^m^[HlSS^© 

BS#fbsnfc^-*££#<br5«-^fb*a&a 
w\ *^<b^aic«t o^ffi/t^^^A^snsft^^bs 

[ooi4] *%9i0¥«#£i«[5iK$i&tt, mrta^^ 

^at. a^^b^s^wffli-rs^^iaisKaa: j; i9>5: 

n«/txa*fcA;fc$n*Bif^{bsn;fc^— 
flis«fi^a[^«t45<fc^«#^tt€(c3i^^Ta#fb& 

40 fir? t><Z>-C$>3. 

[0 0 15] *&ig<Z)*3feft&i|nI8&&att. HtTKffi^ 

. cooi6] *Rw<D*m&Mm\E\&%im&. msBKts 

#aa*, x — — /t-f if fiA^tcis t ^ -tx j^^ihS 
50 0, f*ffi^-*a«*¥##ftja[sl»»B<0fflW:/n ^ 



( 3 ) 

3 

[0017] 

[fean ±fcisrz*&w<n*m&mm\ai&mmiz<kti 

- ? * *&&Mm®&&mnft&xm^<tT & z t^x 
[ooi83 ±uhfz*%w<»¥mftMm®mmmiz & 

§£H?SfTT3£d:K:J;0tt^fflg8e£lM«T€N ft 10 
^*££*MpIffi£-r5 C tic* 0 Wtiltt£i*«>* C 

[ 0 0 1 9 3 ±ffibfc*»iH©¥*#»«lHl&£fiK:J; 
tltf, *ffl©ft^KEL31»ilT l tt^<bSfT'5 £ £\Z J: 0 ft 

[ 0 0 2 0 3 ±f2L£*fgB,9cD#^#Jf|^0&gMK£ 

20 

[00213 ^ntij; o , ^^{b^nrc^-^j^^©^ 

, JA'-XX>y-7 'J >^5SlCt5 Z tzffiT? £ 

■ 

[ 0 0 2 2 3 

[ 0 0 2 3 3 (jgfflftl 1 ) IS 1 fi, 2^^^CD^SS0iJ 1 (c 

^s&y P ^ ^ gi-c^§ 0 30 

[ 0 0 2 4 3 **SS0«I 1 lc*n>"C\ v-f ^ □ n > hf o.- 

[ 0 0 2 5 3 Z<Di/X^A* =E 'J 2 BS^fbStlifc 

»J XAtCg^K ft^g|F Jctfft^ft F K£JfH> 

ftttFT^fttt$nT*0, un^IfiFKiS,);^ 40 
l^tFTH S/At^A**: U 2 iCte^Sn-Stf) 
t?, a— tf \Zm$&?L$:&M\Zfto Z 
[ 0 0 2 6 ] ut^fbcDT^icf*, f#^fb*5<fc tXft-^-Yb^ 

— © m -cn o tt$tm # $ * j; cxpt-^^b <om t ft *t 

fc<0*ta<Sft52E##i*^#*a#&0, <h* "5 <D j£ 
[ 0 0 2 7 3 B&^lbft £ fCft^Hbl*, 3f3t©tru/ h m 

[ 0 0 2 8 3 V-f * p 3 > tf i-^ 1 tt, ftflSAXBg 50 



8-185361 

4 

£^bT^-^tDAiiJ^£:fT5 AttS7xlsI& 3 *5cfctfAfcti 

[00 2 93 £ /i , 7<^D3>ei- ^ 1 (C fi , T-f 
^ □ □ > hTi — ^ 1 ©T^ TO) SOWS S]£ C P U 
a&S=&^) 5**Ktt&ft. C PU 5 tl^iFKtl^ 

XfA^ : t'J2, Aai7J[HlSS3, R AM4i5«fctfC P U 

[ 0 0 3 0 3 £ 6 , v-f ^7 □ n > fcf i — ^ l tt, 

i^u^m^mmm^. mmu o^ijfmyh) , 

S C I * £tf DMA 13 > h n — ^ft £©J35B« 

ft i [si a* & 1 1 <b ti x v ^ « ^ t> & & . 
[0031] ^i:, *nmm<ofEmiz-D\,*xmm-rz>. 

[ 0 0 3 2 3 *"$\ i/X^A^^U 2 (CftJW^tlTViS 

[ 0 0 3 3 3 T-f ^ n 3 > bTi-^ 1 ti, SAM* 

&A£n& <h vA^A*^ 'J 2 fC«tW* tlT Mfll ^ 

d^a**^***. fiima)*:/^ >, A-v^- 
;m > fcT — * (^^itf) ft KfC*5tt3 

4$3t*&^i±a>*-*#"r3;;fcw:^-Y ^ d > tr^L-^ i 
<Dmmm<D mm n ^ ^ a k * ^ & a t- a * ~ ^ 
-zmn-tz z t\z£-?T, umzfu a ^je^t-t^ 

[ 0 0 3 4 3 y7f Allit- K <h ft o fc^7< ^ p a > 
fcTa.-:* 1 Kite, Pi^-fb^ tlfc^J^yny ^ A**, 

^^Adi7JlHlK3 *7>bTA735n, RAM 4 \Z — 

[00353 ^\Z, RAM4 {Z^m^tltzUm^U^^ 

FKi5J;^i^fif FT©V7hC7xri:S^li 

Tft#ik£fT^^ x^-^ftttntfft-^fbsnfc^inw^ 

A©5e*r*<fT*)tl4. ^ Ac, l7-^4bfcl^ft 

v ±;u=i > tr^-^co^E- *ft ifcx ^-^^^n 

Vi"S"tl©*^'bR AM4«*f{t$nfcl&Jffll7 , P^ 

[ 0 0 3 6 3 ^<btl, y^fA/^U 2l;^Srt$ntI 
ftFK^^M^f^^FT^, iH»7 , D^7A(fcl^ 

[ 0 0 3 7 ] ^^-eii, mft*\zn\z a-ziaw+kco 

«STJC*3^n, a — if <O^F^ft^^(4A-AAWlf^ 
BBitT^. 

[0 0 3 83 ^Ac, MMU&ffl^T'>XfA^€'Jli*> 
^TA7Kl/XSMi:EI$n, — if t J 4 l/X^fol^ 



( 4 ) 

5 

[ 0 0 3 9 ] ^tUC^D, **Jfiftl 1 «w*5ViTli, #J#P 

7 Aa*v*r ^ d 3 > tfo.-^ i \z xii $n, ^ofrjfspy 

Iblty^rA^^U 2 (C ^^"T £ £ <h ic <fc o T , 

[ 0 0 4 0 ] s/t, *-a--/w -tfewfcfcHT, 10 

T^A^^E 'J 2 \Z#th2tlX\t*Z>7*—2<D&Lfrtb\s&fflW 
C0 0 4 1 ] (^JS0ij2) IS 2 ti. ^^B^ODHSg^tJ 2 tC 

coo42] *mmm 2 c^^tn, v-r ^ > ^ 
B) 7 j^KitsnT^*. 20 

[ 0 0 4 3 ] yXrA/t U 2 fete, «#»FK^»iW 
<*nTl>*. £nStt#ftFK*«fctf*#ii 7 Kck 01© 

[ 0 0 4 4] gaffilUfifiBI 1 t'pifilJC, Atti^IUSS 3 

tirzm^MF K&m utww^d #5 A&mmt&ft 30 

O o 

[ 0 0 4 5 ] &fr, CPU5^if©f^D-H^^Jt 
I7-^^«^R AM 4 Ki5^TlB*Mfc£nfcM 

£Ljfc*§^{£/i— v^jm ve^ — ^cD^ex^&^tcx 

[ 0 0 4 6 ] i/XfA^^'J 2 tftjft^nfclfc 

c«v ^^MM 2 li^^Tfe, x— — /wif ja*Hc*3 

[ 0 0 4 7 ] -e*lfc«fcQ, *^I0JJ2Tt), Bt^ft^n 
/ifflfP^a y ^ Art^-f ^7D3>lf 3.-^ 1 CA^$ 

iSfCiJ^T^^ittTyXrA^^ U 2 (C^^-T £ £ 



<8H¥I¥ 8 - 1 8 5 3 6 1 
6 

[ 0 0 4 8 ] Sfc,.IS!UI^P^7AOllfftStffll:fT 

■3^^§g7 £&ttfc;r mmtizizmumm 

[ 0 0 4 9 ] ^B^K^xfeSnfcSSiBS:* 

[ 0 0 5 0 ] ioien^^j i rtt, m^iiFK 

*3j;tftt^jM£3 F Tte, 0JtfP 7 □ 9 7 A 5 n 5 

;>7fA^ ; E>J2©-iJl:ftttLfc3!i«, 3 I;: ^ "T <fc 5 

ROM (E«^S) 8€&W\ C PU 5*5cfc^R AM 
(Ett^S) 8 a (Cfc^Tfc^fc^RF S £*g/3cLTfc 

[0051] rnmmmm 2 Tt>, i^tFK^y 

^fA/t'J 2 <7>-3IUcte^ Lfe7^\ i4f:gtJ;5 
fl, a^«FK*»j|!lt5#fflOROM8a*SW, & 
m& 7^J;^ROM8 a C^oTt^ft^^ F S 

[ 0 0 5 2 ] SStC, yXfA^ ; EU2^«fl^D^7 

u (c Sp"# {t u fe i¥y u ^ a * » art u s>i ^ - v 
[0053] zcom^\zu. Mmmmm2<Dmtz, a — 

[ 0 0 5 4 ] 

m w ft h <d \z ct o t ^ n ^ a ^ ^ ffi ^ ^ i% m r n « . 

[ 0 0 5 5 ] (1) *%^K<fetl«, ^^ft^^tci 0 

[0056] (2) *^g^(-*3^rtt, tatt^ 

[ 0 0 5 7 ] (3) fBHt^^lC^^ 

[ 0 0 5 8 ] (4) #3g9it;:<kttfcf, x-/i-/x 



( 5 ) 

7 

[ 0 0 5 9 ] (5) £<oiC, *«l«(Ci5^Ttt, ±12 
(1) - (4) KJzO, ^□^7A^yXfA> ; eU(: 

[0060] (6) *5ewts, **rwns^** 

[iaffi<Z>ffiiii&8tt9J] 

[mi] i k: is^-^oie^^^s*) 



4#HB¥ 8 - 1 8 5 3 6 1 
8 

[03] *»gHOteOH*«»J(c«t St 5 — ^©H#{fcA«fr 
[19 4] #%91<D2 £ KftiJO^i^Jtc ££>^-^ cofg^ 

[8F^©IB01] 

1 v<^n=3>tfi-^ (¥«#&«[m%&B) 

2 xXtA^'J (IBtft^R) 

3 Am^[§m 

4 RAM 

5 cpu (+*a&JU£g) 
8 rom (sa«#a) 

8 a ROM (gfifft^R) 

f s mmt^& 

F K 

ft om^mz 



[m 1 ] 

mi 



c 

RAM 



CPU j^L 



7 



(**4MMtHlfcJW) 



n 



.6 : w w<* 



FS 



FK 







FT 



X 



( 6 ) 



^l¥8 -18 5 3 6 1 



im 2 ] 
m 2 



4 



RAM 



CPU 



FK 



n 







-si- m\ 



FS 



i...*. 



i 



r -I- 



tt 9 8 



1 



m 3 



RAM 



CPU 

(•fifei&gifeg) 



FS 



%9 



... >t 



FK-"" 
FT'"' 



i 



ROM (f&ti^ffc) 



Bg: 

1 



( 7 ) 



4f B8¥ 8-185361 



IW4) 



RAM 



CPU 



n 



„6 : l*JlfS/** 



re-...- 



3> 



FK 



u 



Bg 



